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Cybersecurity Declaration

We, Eleven Energy, as the manufacturer of energy storage solutions, including
home sodium battery systems and hybrid inverters, are committed to ensuring
robust cybersecurity measures are integrated into our products and operations.
This declaration outlines the cybersecurity protocols and standards

implemented to safeguard our systems and user data.

1. Compliance with Industry Standards

Eleven Energy conducts cybersecurity assessments in adherence to globally
recognised standards, including ETSI EN 303 645. These standards are
incorporated into our product development lifecycle to ensure comprehensive

profection against potential vulnerabilities.

2. Secure Communication Framework

Internal Communications: All communication between internal components,
such as the Battery Management System (BMS), Power Management System
(PMS), and Energy Management System (EMS), occurs through isolated
communication protocols (e.g., CANBUS, RS485), these cannot be intercepted

without physical access to the equipment.

Local Communications: Eleven Energy products connect to the local network
and onwards to the Internet using WiFi communications and require an

encrypted connection using WPA2 security as a minimum.

External Communications: The connection between Eleven Energy products
and external devices or cloud services is protected using advanced security
technologies, such as Transport Layer Security (TLS) and Secure Sockets Layer
(SSL), ensuring encrypted and authenticated data transmission.
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3. Cloud and Remote Access Security

All interactions with Eleven Energy’s cloud server, installer platforms, and
end-user devices employ end-to-end encryption via TLS/SSL protocols. This
protects user data during remote monitoring, diagnostics, configuration, and

software updates.

All certificates used during secure connection establishment are checked to
ensure they are issued by Eleven Energy, mitigating the possibility of “man in

the middle” type attacks.
4. Third-Party Integration Security

Any integration with third-party devices or systems follows agreed-upon

cybersecurity protocols to maintain data integrity and security.

Third-party device-to-server communications are governed by the third party’s

cybersecurity measures, which must align with Eleven Energy’s high standards.
5. Data Sovereignty and Security

All data and services are hosted within Eleven Energy controlled servers located
within the United Kingdom. All data is stored encrypted at rest, and all backups
and replicas of data are transited and stored in an encrypted state. Any

ancillary services such as NTP and DNS utilise services hosted within the United

Kingdom.

5. User Protection and Privacy
Eleven Energy prioritises the confidentiality and security of user data. Our
systems are designed to minimise data exposure risks and comply with
applicable data protection regulations. All passwords are stored using salted
hashes and user sessions are automatically expired if unused for a set period of
time or following a password change.
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6. Ongoing Commitment to Cybersecurity

Eleven Energy actively monitors emerging cybersecurity threats and
continuously updates our systems to address new challenges. Our dedicated
team ensures our products remain resilient and secure in a dynamic digital

environment.

VR

Neil French
Chief Technology Officer
12th January 2025
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